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Aviation Safety
Quality, Integration, & Executive Service
Information Technology Division
Attention:  New and current Industry/FAA SDRS Account Holder/Submitters/Users: 
  
Per Executive Order 14028, Improving the Nation’s Cybersecurity, dated 5/12/2021, the Service Difficulty Reporting System (SDRS) is incorporating multi-factor authentication (MFA) OKTA Verify for all users who login to sdrs.faa.gov starting 12/20/2023. 
 
MFA is an important step toward combatting the persistent and increasingly sophisticated malicious cyber campaigns that threaten the public sector, the
 private sector, and ultimately the American people’s security and privacy. MFA provides for a secure authentication and login process to access SDRS and other FAA systems. 
 
Please carefully follow the scenarios below that meet your current situation as a new or existing SDRS account user.  
 
After the transition, you will login to SDRS.faa.gov using OKTA Verify.  
 
If you have any questions or issues regarding MFA or OKTA Verify, please contact the FAA My IT Helpdesk at (844) FAA-MYIT / (844) 322-6948 or helpdesk@faa.gov.  
 









Multifactor Authentication – OKTA Registration and setup instruction
SDRS – Service Difficulty Reporting System (SDRS)
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1. [bookmark: _Toc148684442]Introduction 
The FAA IT team is implementing Multi Factor Authentication (MFA).  This is a major milestone for the FAA as a whole and provides the next level layer of security.  
Submitter Users will be required to setup a second form of authentication (a code) for accessing SDRS application.  FAA recommends installing Okta Verify on User’s mobile device. Okta Verify App can be downloaded from User’s smartphone device App Store (iTunes or Google Play).  Above Apps can be downloaded on your smartphone device from the App Store (if using an iPhone) or Google Play (if using an Android phone). See section XX for steps on downloading the app. 
The User will navigate to the following URL to access the SDRS application: https://sdrs.faa.gov/ Click on the SDRS URL and then “Agree” from the below screen:
           [image: ]






               [image: ]   
[bookmark: _Toc142028420]                         
2. [bookmark: _Toc148684443]Part 2: MFA for SDRS External Users (Submitters)
This section captures three different scenarios for External Users on authenticating and using SDRS.
· Scenario 1: New Users Not registered in OKTA and Not Authorized in SDRS (New Users)
· Scenario 2: Users registered in OKTA and authorized in SDRS, Accessing SDRS (Existing Users)
· Scenario 3: Existing SDRS Users, registering in OKTA and activating account and thereafter accessing SDRS 
Note: 
1. All Existing SDRS users must register in OKTA using their existing email account in SDRS and proceed to activate their account. 
2. Users must Download the OKTA Verify or Google Authenticator prior to registering for OKTA

[bookmark: _Toc142028421][bookmark: _Toc148684444]Scenario 2.1: New SDRS user not registered in OKTA and not authorized in SDRS.

[bookmark: _Toc142028422][bookmark: _Toc148684445]2.1.1 Accessing SDRS

1. To access SDRS application, click on the SDRS URL https://sdrs.faa.gov/ and click on “Agree” from the below screen. 
           [image: ]
2. On the SDRS Homepage click on Sign In [image: ]

3. MyAccess login screen will display.
4. As a new SDRS User, click on the New User? Register for an external account; highlighted in red.

     
             [image: ]      
2.1.2 [bookmark: _Toc142028423][bookmark: _Toc148684446]Registering in OKTA 
1. Enter your First Name, Last Name, Email Address, and select a method for identity verification. 
a. Last 4 Digits of you SSN or 
b. Capture Govt Issued ID document using mobile phone.
2. Check "I am not a robot" and click “Submit.” 
[image: ]
3. The New User will see the next screen to consent to provide personal information to continue for registration.
                  [image: ]                              
4. Clicking on the confirm button above will display the screen for the New User to fill in the required information for validating Identity.  Select to receive a one-time password (OTP) on your mobile phone, as either a SMS or voice message. Click "Confirmation Information". 
	               [image: ]                         
5. Enter the OTP sent to your mobile phone. Click "Confirmation Information”
                  [image: ]                
6. Upon successful submission, you (User) will receive: 
a. A web confirmation that the form was submitted successfully and 
b. will receive instructions in your email to activate account.                 [image: ]
[bookmark: _Toc142028424][bookmark: _Toc148684447]2.1.3 Activate OKTA Registration
To Activate MyAccess Account the New User will access their email and view the message provided from OKTA to complete their new OKTA registration. 
1. In the registration email, click on ‘Activate my Access Account’ link.

                   [image: ]

2.    User will be redirected to the new user OKTA set up page. Click on the ‘Set up’ button.
                 [image: ]

3. In the next screen, the New user will  be directed to the OKTA password screen. Create a new password based on the OKTA password requirmentents and click the ‘Next’ button.

Note:  The authenicator should be installed on the user’s mobile device to proceed to the next steps.
[image: ]


2.1.4 [bookmark: _Toc142028425][bookmark: _Toc148684448]Setting up Authenticator.
1.  The New user will see the next screen for setting up security methods. The user can select one of the      following set-up options and click Set Up button:
a. Google Authenticator
b. OKTA Verify
c. Security Key or Biometric Authenticator 

               [image: ]


[bookmark: _Hlk142899903]Note: To complete the security set up, the New user will need to Install OKTA on their mobile device.  
2.1.5 [bookmark: _Toc142028426][bookmark: _Toc148684449][bookmark: _Hlk142900405]Installing OKTA on your mobile device.
1.  For iPhone Users:
a. Navigate to the app store and select:
i. Google Authenticator/OKTA Verify/Security Key or Biometric Authenticator 
b. Download and install the app from the AppStore on the mobile device. 
[image: ]
2. For Android Phone Users:
c. Navigate to Google Play and select:
i. Google Authenticator/OKTA Verify/Security Key or Biometric Authenticator 
d. Download and install the app from /Google play on the mobile device.
[image: ]
3. [bookmark: _Hlk142900848]After downloading the app on the mobile device: follow these steps in sequence:
e. Open Okta Verify/Google Authenticator/ Security Key or Biometric Authenticator and follow the instructions.
f. Tap Add Account.
g. Click on Organization. 
h. Click Yes, Ready to scan.
i. Scan the QR code displayed on your computer in step XX by using camera.  
j. Click Done on Account added.     



4. Once the setup is complete. Scan the QR code by using your mobile device’s camera.  Click Done on Account added.
[image: ]





























5. After scanning the bar code, the user will be directed to the following page. Please click on “Set Up Later”.
                         [image: ]

6. Once the mobile device and Authenticator are successfully paired, a ‘MyAccess account has been activated’ screen will be displayed on the computer. Two factor authentication for account access is set-up. And the user is successfully registered in OKTA. 
[image: ]
7. Note: Click on Continue to register to the SDRS application. 
[image: ]             
 











2.1.6 [bookmark: _Toc148684450]Registering in SDRS 
1. The user is redirected to the SDRS application to create a new account.  Enter in all required credentials.  Select the PMI designated to your account for approvals. Click create account.
[image: ]
2. Upon submission the system will automatically send an email to PMI and SDRS admin (9-AMC-SDR-ProgMgr (FAA) 9-AMC-SDR-ProgMgr@faa.gov)
2.1.7 [bookmark: _Toc148684451]Admin User Approving Account
1. The SDRS admin will receive notification of the SDRS user account request and approves the request to authorize the user in SDRS.

Note: At this point, the ADMIN User will be able to verify the user is registered in OKTA, via a new interface.

2. On the User Account Management page, a new tab will be available OKTA Registered Users; the column “Exists in SDRS” has two flags:
3. True: Meaning the user is registered in OKTA and is authorized for access to SDRS and can access SDRS application
4. False: Meaning the user is registered in OKTA but is not authorized for access to SDRS and cannot access SDRS application.
[image: ]

5. To set-up the User ADMIN will click on the user’s email, which is a hyperlink. You will be directed to the “Add New User” screen. Enter all required fields and click Save. 
                                              [image: ]

[bookmark: _Toc148684452]Scenario 2.2:  User is authenticated in OKTA and registered in SDRS, accessing SDRS.
2.2.1 [bookmark: _Toc148684453]Accessing SDRS

1. Click on the SDRS URL https://sdrs.faa.gov/ and click on “Continue” from the below   screen:
               [image: ]
2. On the SDRS Homepage click on Sign In
              [image: ]
3. Navigate to the Login Page and enter Email Address and click Next button.
                                          [image: ]
4. Enter Password and click Verify. You will see the Option to select your validation method.
                                               [image: ]
2.2.2 [bookmark: _Toc148684454]	Validate using an authenticator.

1. Select option to enter code.
                                          [image: ]
2. Enter the code from your mobile device. Depending on the app that the user download and the phone type, they will see the following options. 
a. If using Okta Verify, following code verification page will display.
                                [image: ]


b. If using Google Authenticator, following code verification page will display.
                             [image: ]

2.2.3 [bookmark: _Toc148684455]	Landing Page view upon Validation

1. Click verify and upon successful authentication the User will see the SDRS Landing Page:

[image: ]

[bookmark: _Toc148684456]Scenario 2.3:  Existing SDRS User Registering in OKTA and accessing SDRS

2.3.1 [bookmark: _Toc148684457]Accessing SDRS
    
1. Click on the SDRS URL https://sdrs.faa.gov/ and click on “Continue” from the       below screen:
                    [image: ]
2. On the SDRS Homepage click on Sign In
[image: ]

3. On the Sign in page, click Register for an external account link highlighted in red.

                               [image: ]
[bookmark: _Toc148684458]2.3.2 Registering in OKTA 
1. Enter your First Name, Last Name, Email Address, and select a method for identity verification. 
d. Last 4 Digits of your SSN or 
e. Capture Govt Issued ID document using mobile phone.
f. Note: It is important to use your existing SDRS email account to register for OKTA 
2. [image: ]Check "I am not a robot" and click “Submit.” 

3. The User will see the next screen to consent to provide personal information to continue for 
registration.

                                            [image: ]
4. Clicking on the confirm button above will display the screen for the User to fill in the required information for validating Identity.  Select to receive a one-time password (OTP) on your mobile phone, as either a SMS or voice message. Click "Confirmation Information". 
                             
                  [image: ]        
                    

5. Enter the OTP sent to your mobile phone. Click "Confirmation Information”
                  [image: ]
6. Upon successful submission, you (User) will receive: 
a. A web confirmation that the form was submitted successfully and 
b. will receive instructions in your email to activate account.                 
            [image: ]
[bookmark: _Toc148684459]2.3.3 Activate OKTA Registration
To Activate MyAccess Account the User will access their email and view the message provided from OKTA to complete their new OKTA registration.    
1.    In the registration email, click on ‘Activate my Access Account’ link.
                                     [image: ]
2. User will be redirected to the new user OKTA set up page. Click on the ‘Set up’ button.
                                     [image: ]


3. In the next screen, the User will  be directed to the OKTA password screen. Create a new password based on the OKTA password requirmentents and click on the ‘Next’ button.

Note:  The authenicator should be installed on the User’s mobile device to proceed to the next steps.

                 [image: ]

2.3.4 [bookmark: _Toc148684460]Validating using Authenticator.
    
1. The User will see the next screen for setting up security methods. The User can select one of the      following set-up options and click Set Up button: 
a. Google Authenticator
b. OKTA Verify
c. Security Key or Biometric Authenticator 
a. E.G Select OKTA Verify and click Set up button.
                         [image: ]

2. Scan the QR code by using your mobile device’s camera. Click Done on Account added.                         
[image: ]






            







  










3. After scanning the bar code, the User will be directed to the following page. Please click on “Set Up Later”.

              [image: ]

4. Once the mobile device and Authenticator are successfully paired, a ‘MyAccess account has been activated’ screen will be displayed on the computer. Two factor authentication for account access is set-up. And the User is successfully registered in OKTA. 
	[image: ]	
5. Click on Continue. The SDRS Landing page will be displayed.

[image: ]
Note: it is likely that you may need to re-enter your credentials to sign in. 
Click on sign in to access SDRS, and follow the steps in Scenario two (Page 19 --
Scenario 2.2:  User is authenticated in OKTA and registered in SDRS, accessing SDRS)
2
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You are accessing a U.S. Government information system, which includes (1) this computer, (2) this computer network, (3) all computers
connected to this network, and (4) all devices and storage media attached to this network or to a computer on this network or to a
computer on this network. This information system is provided for U.S. Government-authorized use only.

Unauthorized or improper user of this system may result in disciplinary action, as well as civil and criminal penalties.
By using this information system, you understand and consent to the following:

» You have no reasonable expectation of privacy regarding communications or data transiting or stored on this information
system.

« Atany time, and for any lawful Government purpose, the Government may monitor, intercept, and search any communication or
data transiting or stored on this information system.

« Any communications or data transiting or stored on this information system may be disclosed or used for any lawful Government
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HelpDesk@FAA.gov





image3.png
} @ sdrsfaagov (4

marks B Costpoint 8 FY23 Working Docu...  $a FAA :: SDR Admin [

® son

Welcome to the Service Difficulty Reporting System Site

What is SDRS? General Aviation Reporting (Voluntary Submissions)

Service Difficulty Program .
Malfunction or Defect reports Resources

Service Difficulty Report "You can electronically submit Malfunction or Defect reports.

Malfunction or Defect Report|

Form Completion

Search All Processed Reports (Malfunction or Defect and
Service Difficulty Reports) Otherlinks

Reportable Occurrences

Improve Aviation Safety You have the abiliy to search and review all processed reports

[e





image4.png
Welcome to the FAA's new MyAccess login
Federal PIVICAC Holder? Proceed o s below

Signin using MyAccess

Email Address

Sign i with DOT/FAA PIV orraausers oty

Sign in with Federal CAC/PIV





image5.png
I © Please do not proceed if you are a credentialed federal employee or contractor.

Fields Marked With * Are Mandatory

MyAccess registration initiated by the following application:

DEV- Service Difficulty Reporting System (SDRS) v
First Name: * Middle Name:
Andrew ‘ ‘
Last Name: * Suffix:
Email Address:*

]

Select an option below to verify your identty:

@ Last 4 digits of your SSN

() capture Govemment issued ID document using mobile phone

Im not a robot





image6.png
In order to verify your identity, we must first collect and
validate some personal information about you. This data
will be processed by a third party in real time and will
not be kept or stored after the process is complete.
Typically, the whole process takes about 2 - 3 minutes.

Please click the Confirm button below to proceed.





image7.png
In order to validate your identity, we need to collect
some information about you. This information will not be
saved or stored,

*Indicates a required field

Full Name *

o

Residential Address *

2591 Brunswick Ct Kissimmee, FL 34743, US

Mobile phone *
=

Date of Birth *
MM/DDAYYYY

Last 4 Social Security Number *





image8.png
Next, click confirm to send your personal phone number
2 one-time pin. Once received, submit your 6-digit pin
below

Mabile phone *

su nun 750 Enter PIN sebt to Mobile

Pin Delivery Preference *

o





image9.png
@® MyAccess - Sign In X @ Registration Success X+ ™ -

<« C r @ myaccessreg-stage.faa.gov/submitForm e % » 0O

[l Managed bookmarks || FAAResourcelinks €Y Learning Home %, SWIM 38 Wiki % Jira [B] Costpoint8 &~ elMS @ FAAMyITServiceC.. M CSPT @ SWIMS Migration @ Tyrion-MFA

@ United States Department of Transportation About DOT  Our Activities ~ Areas of Focus

s

MyAccess External User Registration

@ Contact

How we protect your privacy  Registration Help

You have successfully initiated your account registration.
An email has been sent to your account. test58@yopmail.com with steps to
complete the account registration process.




image10.png
2, Okt <noreply@okta.com>
(D Trursday, May 11,2023 24058 PM
2 srow petues

MyAccess CIAM - Activate your account

Weicome 1o fhe FAA's MyAccess CIAM (Customer dentily & Access
Management) programi MyAccess CIAM s the FAA' secure single sign-on
senvice which enables fhe pUDIc 10 5ign nfo FAA web & mobile
‘applications. You may use fhis one account fo access mutiple FAA
‘appiications using the same usemame and Password.

To begin using this account, click on the following link (which can only be.
done once) fo activate it





image11.png
Set up security methods

@ testsa@yopmailcom

‘Security methods help protect your account
by ensuring only you have access.

Set up required
o Password
% Choose a password for your account
Used for access

Backtosignin




image12.png
‘Welcome to the FAA's new MyAccess login
Federal PIV/CAC Holder? Proceed to sign-in below
First Time Here? Activate an existing external account
New User? Register for an external account

(8
Set up password

@ testss@yopmailcom

Password requirements

« Atleast 8 characters
« No parts of your usemname

Enter password

Re-enter password

Return to authenticator list

Back to sign in




image13.png
Welcome to the FAA's new MyAccess login
Federal PIV/CAC Holder? Proceed to sign-

First Time Here? Activate an existing external account

below

New User? Register for an external account

Set up security methods

@ testsa@yopmailcom

Security methods help protect your account
by ensuring only you have access.

Set up required

@ ooosie Authenticator
Enter a temporary code generated
from the Google Authenticator app.
Used for access

Setup

@ o
Okta Verify is an authenticator app.
installed on your phone. used to
prove your identity
Used for access

Setup

@ sSecurty KevorBiometic
Authenticator
Use a security key or a biometric
authenticator to sign in
Used for access

Setup




image14.png
App Store Search in App

Okta Verify
Business Cl)
Yk K ke 36.4K




image15.png
Apps

a Authenticator




image16.png
Welcome to the FAA's new MyAccess login
Federal PIV/CAC Holder? Proceed to sign-in below
First Time Here? Activate an existing external account

New User? Register for an external account

@
©

Set up Okta Verify

@ testss@yopmailcom

1.0n your mobile device, download the Okta
Verify app from the App Store (iPhone and
iPad) or Google Play (Android devices).

2. Open the app and follow the instructions to
add your account

3 When prompted, tap Scan a QR code, then
scan the QR code below:

Can'tscan?

Return to authenticator list

Back tosign in




image17.png
® gruroddopotre-1708@yopmail.com

Security methods help protect your account
by ensuring only you have access.

Set up optional

I 0 | Okta Verify
Okta Verify is an authenticator app.
installed on your phone, used to
prove your identity
Used for access

Setup

Security Key or Biometric
Authenticator

Use a security key or a biometric
authenticator to sign in
Used for access

Setup

Back to sign in

Technical Support:
1(844) FAA-MYIT or 1 (844) 322-6948
helpdesk@faa.gov




image18.png
‘Your MyAccess account has been activated

You may now proceed to the application
You want to access

This page will automatically be redirected in 7 seconds

Technical Support:
1(844) FAA-MYIT or 1 (844) 322-6948
helpdesk@faa.gov




image19.png
FAA Service Difficulty Reporting System (SDRS)

FAQs What's New? References

New Account Sign-up

Tell us about yourself:

* Email: ‘Iesmz@yopmall com

* Company /Organization: |

* Address 1: ‘ ‘
Aﬂﬂmssl:‘ ‘
* Country:

*Zip | Postal Code:

I

FAA Inspector: (]
sFAR:O121 Oizs Oize Oiss Oias

Designator: || s i e s 4 charairs n our perator ot rumber sued by he FAA

e e —
* Required Create My Account| [Ca





image20.png
DT VIVS LIAAILY TG UL IY DY (OO 2ignin  Qearch Reports ¢
ign In arch Rep

FAQs  What'sNew?  References

New Account Sign-up

Toll us about yourselt:

* Emait: Bharat ctr arikatia01@faa gov
* First Name
Wit ol
* Last Name
* Job T
* Company | Organizaton
* Addross 1
Adress 2
*City Town:
* County: [ - Choose Your Country -
~Zip/ Posta Code
* Phone
FARInspoctor
ckAR:Om Ons Oras Ons Ous
Dosignator: AALA | 1o i the et 4 charciers i yur e

Email of your pmi: - Please Select v

Charles E Gregory@laa gov
(Create My Account - Cancel





image21.png
@ wyFaA

Welcome to the SDR Administration Application

User Account Management

[T Regtarad Usare | Unspproved Accounte (13) | Locked Accounts (3) | Submters (74) | Admintrators (19) | Read Oniy (13)

Fisin Lost Name bRs [Regpater
Sharat Arikata [Bharat CTR_ATikatia01 8723 gov 20230703
| 09:53 AM
Sharat Arikata [enarat TR Avkatafaa gov True 20230703
| 1035 am
Sharat Arikatia Bharat.CTR Arkatia02fas.g0v Faise 2023-07-05
o2i13 7m
Other Tools
‘Government Links Readers & Viewers
MyFAA ... BEoEE
0T nanet
A
Fangor

Privacy Policy





image22.png
Account Access

Account Approved?

Yes

No

Account Roles:

Administrator

Read Only

‘Submitter

Account Information

*First Name: | Charles

Middle Initial:

“Last Name: |Davis

“Job Title: |Chief Inspector

“Company / Organization: |CHI Aviation

*Address 1: |4100 Lambert Dr.

Address 2

“City / Town: [Howell

“Country: [United States

v]

“State: [Michigan

v]

“Zip | Postal Code: 48855

*Phone: | 7343230068

FAA Inspector: (J





image23.png
Wekoma o he FAX' now Myiccos login
Fedrd PEAG i P s n

Signinusing Myccoss

— )
-]

00 AT o) 541 322,648




image24.png
Welcome to the FAA's new MyAccess login
Federal PIV/CAC Holder? Proceed to sign-in below.
First Time Here? Activate an existing external sccount
New User? Register for an external account

@
@

\

Verify with your password

@ pratestss@yopmaicom

Password

Forgot password?
Help

Backtosignin

Technical Support:
1(844) FAA-MYIT or 1 (844) 322-6948
helpdesk@faagov




image25.png
Weicome to the FAA's new MyAccess login
Federal PIVICAC Holder? Proceed to sgrvin below.
First Time ere? Activate an exsting externsl sccount
Now User? Register foran external account

Verityits you with a security method

@ervatestsseropmaicom

Select from the following options.

© G solct |

Gt push notication
@ Sy seect |

Backtosign in

Technical Support:
1(844) FAAMYIT or 1 (844) 3226948
helpdesk@iaagov




image26.png
Welcome to the FAA's new MyAccess login
Federal PIV/CAC Holder? Proceed to sign-in below.
First Time Here? Activate an existing external account
New User? Register for an external account

®
-}

Enter acode

@ priatestss@yopmaicom

Enter code from Okta Verify app

L ]

Help

Verfy with something else

Backtosign in

Technical Support:
1(844) FAA-MYIT or 1 (844) 322-6948
helpdesk@faagov





image27.png
D
*

\_

Verify with Google Authenticator

® Bharatctrarikatla@faagov

Enter the temporary code generated in your
Google Authenticator app

Enter code

[
e J

Verify with something else

Back to sign in

DOT Support:




image28.png
@

Welcome to the Service Difficulty Reporting System Site

What is SDRS? General Aviation Reporting (Voluntary Submissions)

Service Difficulty Program .
Malfunction or Defect reports Resources

Service Difficulty Report "You can electronically submit Malfunction or Defect reports.

Malfunction or Defect Report|

Form Completion

Search All Processed Reports (Malfunction or Defect and
Service Difficulty Reports) Otherlinks

Reportable Occurrences

Improve Aviation Safety You have the abiliy to search and review all processed reports





1


 


 


 


 


 


 


Aviation Safety


 


Quality, Integration, & Executive Service


 


Information Technology Division


 


Attention:


  


New and current Industry/FAA SDRS Account Holder/Submitters/Users:


 


 


 


 


 


Per Executive Order 


14028


, Improving the Nation’s Cybersecurity, 


dated 5/12/2021


, the 


Service 


Difficulty Reporting System (SDRS)


 


is incorporating multi


-


factor authentication (MFA) OKTA Verify for 


all users who login to 


sdrs


.faa.gov


 


starting 


12


/


20


/2023.


 


 


 


 


MFA is an 


important step toward combatting the persistent and increasingly sophisticated malicious 


cyber campaigns that threaten the public sector, the


 


 


private sector, and ultimately the American people’s security and privacy. MFA provides for a secure 


authenticati


on and login process to access SDRS and other FAA systems.


 


 


 


 


Please carefully follow the scenarios below that meet your current situation as a new or existing SDRS 


account user.  


 


 


 


After the transition, you will login to SDRS.faa.gov using OKTA Verify. 


 


 


 


 


If you have any questions or issues regarding MFA or OKTA Verify, please contact the FAA My IT 


Helpdesk at (844) FAA


-


MYIT / (844) 322


-


6948 or 


helpdesk@faa.gov


. 


 


 


 


 


 


 


 


 


 


 


 


 


 


Multifactor Authentication 


–


 


OKTA Registration and setup instruction


 


SDRS


 


–


 


Service Difficulty Reporting System


 


(


SDRS


)


 


 


 


 




1             Aviation Safety   Quality, Integration, & Executive Service   Information Technology Division   Attention:    New and current Industry/FAA SDRS Account Holder/Submitters/Users:           Per Executive Order  14028 , Improving the Nation’s Cybersecurity,  dated 5/12/2021 , the  Service  Difficulty Reporting System (SDRS)   is incorporating multi - factor authentication (MFA) OKTA Verify for  all users who login to  sdrs .faa.gov   starting  12 / 20 /2023.         MFA is an  important step toward combatting the persistent and increasingly sophisticated malicious  cyber campaigns that threaten the public sector, the     private sector, and ultimately the American people’s security and privacy. MFA provides for a secure  authenticati on and login process to access SDRS and other FAA systems.         Please carefully follow the scenarios below that meet your current situation as a new or existing SDRS  account user.         After the transition, you will login to SDRS.faa.gov using OKTA Verify.          If you have any questions or issues regarding MFA or OKTA Verify, please contact the FAA My IT  Helpdesk at (844) FAA - MYIT / (844) 322 - 6948 or  helpdesk@faa.gov .                            Multifactor Authentication  –   OKTA Registration and setup instruction   SDRS   –   Service Difficulty Reporting System   ( SDRS )        

